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Kanassatega, Joshua

From: Tchida, Bryant

Sent: Monday, March 03, 2008 4:11 PM

To: 'Larsen, Chris (USAWIEY

Ce: 'reynlaw@earthlink.netl’; Kanassatega, Joshua

Subject: RE: United States v. Menominee et al: DOI-OIG Lab Report re: Congos' Fire Laptop

Computer Issues

When do you think you might be available?

Bryant D. Tchida

Leonard, Street and Deinard

150 Scuth Fifth Street, Suite 2300
Minneapolis, MN 55402

Telephone: (612) 335-1840
Facsimile: (612) 335-1657

mailto: bryvant.tchida@leonard.com

Confidentiality Note: This message, including attachments, is being transmitted to and is for the use of
only the intended recipient. If the reader of this is not the intended recipient, you are hereby advised that
any dissemination, distribution or copy of this message or its attachments is strictly prohibited. If you
have received this message in error, please delete this message and immediately notify the sender by
return e-mail or by telephone at 612-335-1500.

aaaaa QOriginal Message-----

From: Larsen, Chris (USAWIE) [mailto:Chris.Larsen@usdoj.gov]

Sent: Monday, March 03, 2008 4:06 PM

To: Tchida, Bryant

Subject: RE: United States v. Menominee et al: DOI-OIG Lab Report re: Congos' Fire Laptop Computer
Issues

I am sorry Bryant but I have other appointments Wednesday. I suggest we
coordinate with Glen and schedule a date and time.

Chris Larsen

Assistant United States Attorney
Eastern District of Wisconsin
517 East Wisconsin Avenue
Room 530

Milwaukee, WI 53202
414-297-1581 (P)
414-297-4394 (Fax)

chris, larsen@usdoi.gov

----- Original Message-----

From: Tchida, Bryant [mailto:bryant.tchida®@leonard.com]

Sent: Monday, March 03, 2008 4:04 PM

To: Larsen, Chris (USAWIE)

Cc: Kanassatega, Joshua; reynlaw@earthlink.net

Subject: RE: United States v. Menominee et al: DOI-0QIG Lab Report re:
Congos’ Fire Laptop Computer Issues

Chris:
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I disagree that you have answered our questions, but your position is your position. Please be prepared to
meet and confer on Wednesday with respect to these issues.

Very truly yours,

Bryant D. Tchida

Leonard, Street and Deinard

150 South Fifth Street, Suite 2300
Minneapolis, MN 55402

Telephone: (612) 335-1840
Facsimile: (612) 335-1657

mailto: bryant.tchida@leconard.com

~~~~~ QOriginal Message-----

From: Larsen, Chris (USAWIE) [mailto:Chris.Larsen@usdoj.gov]

Sent: Monday, March 03, 2008 3:48 PM

To: Tchida, Bryant

Subject: RE: United States v. Menominee et al: DOI-OIG Lab Report re:
Congos' Fire Laptop Computer Issues

Bryant -- I think we have answered your questions. Also, I did not agree to image the Remus hard drive
and produce it. 1 said we would consider doing so under the terms of an appropriate Protective Order,

The more I think about that issue, however, the less inclined 1 am to think that that is a workable solution.
It would be very unusual to give any third party access to an entire government laptop, particularly where
your office has expressed the intent to make public all discovery

material,

Chris Larsen

Assistant United States Attorney
Eastern District of Wisconsin
517 East Wisconsin Avenue
Room 530

Milwaukee, WI 53202
414-297-1581 (P)
414-297-4394 (Fax)
chris.larsen@usdoj.gov

wwwww Original Message-----

From: Tchida, Bryant [maiito:bryant.tchida@leonard.com}

Sent: Monday, March 03, 2008 3:34 PM

To: Larsen, Chris (USAWIE)

Cc: reynlaw@earthlink.net; Kanassatega, Joshua

Subject: RE: United States v. Menominee et al: DOI-OIG Lab Report re:
Congos’ Fire Laptop Computer Issues

Chris;

We disagree with your position that our search terms are unreasonable,
Please advise specifically which of our terms you think are out of bounds,

Moreover, to use your example, regardless of how many additional search terms are within the 135
"Grignon" docs, you're still only going to capture those 135 documents for review once. Even if there are,
as a nice, round example, 10 additional search terms in each of those documents, it is not the case that
the government has to review 1,350 documents; the government stili only has to look at the 135,

Also, A 28 GB hard drive may hold 158,000 files, but there is no way that this laptop actually contains that
2
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many files, Please answer my question directly and with specifics: how many documents did the OIG lab
start with on this computer as its universe to run their searches against?

Furthermore, the OIG lab knows full well that it can produce in TIFF just as easily as it can produce in
.PDF, including production of metadata fields.

In the alternative, why don't you just have this hard drive imaged, and we will conduct our own search (as
you have agreed to do with the Remus computer)? This is not rocket science, and I am at a loss as to why
you are resisting a complete and thorough search of this laptop. The fact that a thorough search may take
some effort and may result in some additional delay is not the issue. Let's do this right and do it once.

Very truly yours,

Bryant B, Tchida

Leonard, Street and Deinard

150 South Fifth Street, Suite 2300
Minneapolis, MN 55402

Telephone: (612) 335-1840
Facsimile: (612) 335-1657

mailto: bryant.tchida@leonard.com

----- Original Message-----

From: Larsen, Chris (USAWIE) [mailto:Chris.Larsen@usdoj.gov]

Sent: Monday, March 03, 2008 2:41 PM

To: Tchida, Bryant

Cc: Glenn Reynolds; todd_bucci@oig.doi.gov

Subject: RE: United States v. Menominee et al: DOI-0IG Lab Report re:
Congos' Fire Laptop Computer Issues

Good afternoon Bryant -- T am willing to consider a reasonable number of additional search requests, but
at this point those additional searches will delay the production somewhat. I did add about 20 additional
search terms to my original list based on what your office suggested at the end of the day Friday, QOver
100 search individual requests is, however, unreasonable for the reasons stated previously.

As to your second question, the hard drive in question is 28 GB's in size, and holds 158,000 files, of which
there are approximately 16,000 system files, It is not feasible for us to conduct a manual search of this
many files, and therefore an electronic search is necessary. As it is, we will have to conduct a privilege
review on thousands of documents. With the 25 or so search terms used so far, it appears that we have
received hits on hundreds of duplicate documents already, and if we ran all the terms you requested, that
would likely run into the thousands. As an example, a search for the term "grignon” yielded 135
documents, but approximately 3/4 of these appear to have been captured by previous searches.

Finally, the OIG lab will produce the emails to our office in a readable format (meaning they can be read
by opening the program associated with the particular document, e.g. Microsoft Qutiook for an email fiie).
We will then conduct a privilege review, remove or redact any privileged document, and produce the
documents to you in an acceptable format. 1 will have to check with my IT staff to see if we can comply
with your regquest that the information be produced in a TIFF format. We will aiso consider providing them
in a "native” format, but I cannot commit to that at this point.

Please fet me know if this fails to answer your questions about this production.
Take care,

Chris Larsen

Assistant United States Attorney
Eastern District of Wisconsin
517 East Wisconsin Avenue
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Room 530

Milwaukee, WI 53202
414-297-1581 (P)
414-297-4394 (Fax)
chris.larsen@usdoj.qov

~~~~~ Qriginal Message----~

From: Tchida, Bryant [mailto:bryant.tchida@leonard.com]

Sent: Monday, March 03, 2008 12:27 PM

To: Larsen, Chris {(USAWIE)

Cc: reynlaw@earthiink.net; Kanassatega, Joshua

Subject: RE: United States v. Menominee et al: DOI-OIG Lab Report re:
Congos' Fire Laptop Computer Issues

Chris:

Jay forwarded your email to me for response. First, we request clarification of your position. Is it your
position that limitation to

25 search terms would result in a search yet this week, while a search including all of cur terms, which
you are willing to have run, would result in a delay of a few weeks? Alternatively, is it your position that
vou will only have a search comprised of 25 terms run, period?

Second, we need you to be communicating in specifics, not generalities.

What is the size of this laptop? It is doubtful that a computer of this vintage has even as much memory as
an iPod (we would be surprised if the hard drive is more than 20 gigabytes in size). What is the size of
the dataset for which the QIG lab ran its search last week? Also, how many total documents are located
on this computer? (The OIG lab should know the answer to these questions by reason of the search it ran
last week.)

Third, your contention that "this type of search will result in dozens, if not hundreds of duplicative "hits,’
resulting in a very large volume of duplicate emails and documents,” is unfounded. This is a search of a
single computer, not an entire network (see above paragraph), so we are dealing with a limited universe
of documents to begin with, Moreover, multiple search term "hits" on any one document still only
produces one document. While our list of search terms may capture more documents than the search
terms utilized by the QIG lab, that is exactly the point. The terms wutilized by the OIG lab are not
comprehensive enough to come close to capturing all relevant documents.

Fourth, your statement that responsive documents will be produced on a disk does not provide encugh
information for us to agree or disagree.

In what format will the documents be produced on a disk? To wit, you continue to ignore the very
important substantive issues that have been on the tabie since last Monday (see below). We need you {o
answer these questions fully.

I look forward to your prompt response. To the exient there are any unresolved issues, Jay will be in
Milwaukee on Wednesday, and we can then hold a discovery conference.

Very truly yours,

Bryant D. Tchida

Leonard, Street and Deinard

150 South Fifth Street, Suite 2300
Minneapolis, MN 55402

Telephone: {612) 335-1840
Facsimile: (612) 335-1657

maitto: bryant.tchida@leonard.com
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From: Larsen, Chris (USAWIE) <Chris.Larsen@usdoj.gov>

To: Kanassatega, Joshua

Cc: Glenn Reynolds <reynlaw@earthlink.net>

Sent: Mon Mar 03 09:02:05 2008

Subject: RE: United States v. Menominee et al: DOI-OIG Lab Report re:
Congos' Fire Laptop Computer Issues

Good morning Jay - the breadth and volume of vour key word requests are unreasonable. While thorough,
this type of search will result in dozens, if not hundreds of duplicative "hits,” resuiting in a very large
volume of duplicate emails and documents.

If you are willing to limit your requested searches to 25, the OIG fab will run those today and can produce
a disk of information to our office by the end of the week. Otherwise, the production may be delayed for
about two weeks due to the schedule of the lab technician who is responsible for the searches. Please
provide your updated list of search terms as soon as possible this morning.

Thanks,

Chris Larsen

Assistant United States Attorney
Eastern District of Wisconsin
517 East Wisconsin Avenue
Room 530

Milwaukee, WI 53202
414-297-1581 (P)
414-297-4394 (Fax)

chris.larsen@usdoj.gov

From: Kanassatega, Joshua [mailto:joshua.kanassatega@leonard.com]
Sent: Friday, February 29, 2008 4:12 PM

To: Larsen, Chris (USAWIE)

Cec: Glenn Reynolds

Subject: RE: United States v. Menominee et al: DOI-OIG Lab Report re:
Congos' Fire Laptop Computer Issues

Good afternoon Chris,

First, The Government's position is curious. For the first time In today's multiple exchanges you now
reveal that OIG lab has been conducting a search. In fact, your e-mail from 9:59 a.m. this morning
stated, and I quote, “The lab, however, plans to start the search process on Monday.” (Emphasis Added).
When did vou first come to know this information?
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Second, you stiil have not answered a simple question as to whether you would instruct the OIG tab to run
Menominee's search words. Why not?

Third, you have failed to address the issue of chain of custody of the Congos' fire laptop hard drive. What
were the actions taken by Congos, Hart, and Bucci with respect to this hard drive before it arrived at the
Q1G lab?

Fourth, if the OIG lab is searching now, what are they searching?
E-mails only? All files? You need to answer these and the other questions set out below. If you refuse to
do so, provide an explanation.

Fifth, your attempt to rely on previous efforts at identifying reasonable search terms, in light of the
Government's failures and omissions misses the point. Today, you have not provided Menominee with any
assurance that you would instruct the QOIG lab to run Menominee's searches. This is what is relevant now,

Sixth, the search terms proposed by the Government are grossly deficient. Nevertheless, at this point of
the Government's non-cooperative stance concerning electronic discovery issues, Menominee demands
that you instruct the QIG lab to run a search of the following additional words and terms in all files:

a. Names/Titles/Other Descriptors: Smith, Sean, Hart (names are
not to be restricted to "Sean Hart" or "Neil Smith"), Larsen, Chris, Christian, Bucci, Tedd, Campbeli, Scott,
DC, Fish, Ken, Bum Bum, Pfister, Bearquiver, Morrin, Larry, Lawrence,, Todd, Tony, Virden, laeger,
Casselius, Marty, Menominee Forester, Menominee Trust Forester, Regional Forester, Regional Director,
COR, COTR, SCOR, Magnuson, Hofstad, Eric, Starr, Reed, Timothy, Barnes, Kennedy, Kirby, Berlin,
Canada, Firemoon, Mei, Melvin, Caldwell, Chair, Chairman, Waukau, Apesanahkwat, AP, Keshena,
Pyawasit, Wilbur, Howlett, Cooper, Mueller, Teller, Duvall, Van Orsow, Richter, Grignon, Sonny Pat, Jacci,
Doug, Conrad, Marshall, Johnson, Larry, L], JP, Quinney, Vigue, loggers, Peters, BIAM, Weso, Jeremy,
Hilger, Link, FMO, Forest Manager, MTL, Menominee Tribal Legislature, legislature, resolution, motion, and
ordinance.

b. Proposal or Contract-related terms: Contract, CTF58X00104,
CTF58X00108, CTF58X00110, CTF58X00112, FS801D01, PCAS, work order, wo, G-6, H-7, A-87, OMB,
fuel, break, direct, indirect, proposal, suppression, expenditure, hardwood, pine, shelterwood, agreement,
AGF50990023, fire management, 2694, financial status report, and handbook.

c. Invoice-related terms: Invoice, time card, account, 867,
868, 870, culvert, spot check, field, inspection, photo, photograph, DVD, video, map, mile, acre, brush,
chip, GPS, hand, 200, 202, 212, 214, 217, 219, 220, 222, 224, 230, 231, 248, accomplish, report,
accomplishment report, support, documentation, reimburse, certification, certify, procedure, and payment,

d. Investigation/Claim-related terms: stalement, facts, NEPA,
crew, mill, sawmill, submit, logger, management plan, agreement, conflict, interest, false, breach, 638,
6



Case 1:07-cv-00316-WCG  Filed 04/03/2008 Page 7 of 19 Document 77-21

cocperative agreement, cost, lease, reserve, asset, replacement, RFAR, expense, grader, dozer, loader,
dump, truck, pick-up, pickup, plow, snow, equipment, benefits, waste, abuse, secretary, trust, protection,
fiduciary, beneficiary, beneficiaries, opinion, amend, amendment, subcontract, conspiracy, criminal,
defamation, extortion, examination, debar, suspend, and review,

There may be other terms, but these are the terms that Menominee believes at present are reasonable
and necessary for the Government to capture all relevant files on this hard drive. To the extent that you or
other Government employees decline to instruct the OIG lab to run a search on all files using the words
and terms set out above, please provide Menominee with the complete factual basis for the Government's
decision as soon as possible.

Seventh, please advise when you intend to answer Menominee's muitiple inquiries from February 25 and
26, 2008, as time is of the essence.

Eighth, please advise as to when Menominee can expect to receive the 0IG forensic report, chain of
custody documentation on the Congos fire laptop computer hard drive, and other requested information.

Ninth, please remember that Menominee initially proposed to have an independent forensic analysis
performed for this hard drive. It was the Government that insisted that OIG conduct this search. Having
undertaken this obligation, the Government and 0IG now have a duty to ensure that a competent and
thorough search is conducted. In short, the Government cannot now be heard to complain that OIG "must
move oh to other matters." This is an important issue, and Menominee requests that the Government
treat it as such.

Your complete cooperation is certainly appreciated. Have a nice weekend.

Regards,

Jay

From: Larsen, Chris {USAWIE) [mailto:Chris.Larsen@usdoj.gov]
Sent: Friday, February 29, 2008 2:35 PM
To: Kanassatega, loshua
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Ce: Glenn Reynolds
Subiject: RE: United States v. Menominee et al: DOI-0IG Lab Report re:
Congos' Fire Laptop Computer Issues

Good afterncon Jay - The OIG lab is today searching the hard drive using my suggested search terms and
the process is identifying several thousand "hits” on potentially responsive documents and emails. As
advised on Monday, Feb. 25, the United States will consider running a reasonable volume of additional
searches, but without knowing the volume or breadth of what you are going to propose I cannot commit to
running

them all. The government has taken extraordinary steps here to

properly preserve the evidence in accordance with forensic government standards. The OIG has assigned
a highly-trained and experienced technician to process this material, run requested searches, and produce
a large volume of data in a usable format. We have encouraged you on several occasions over the past
months to cooperate in providing us with a list of terms to use for electronic searches, and thus far you
have declined. That is your choice, but the lab wiil be finished with its work shortly and must move on to
other matters. We will consider running further searches on Monday, March 3 if we receive a list of terms
or phrases by 9:00 a.m. Monday morning,

Thank you for your consideration,

Chris Larsen

Assistant United States Attorney
Eastern District of Wisconsin
517 East Wisconsin Avenue
Room 530

Milwaukee, WI 53202
414-297-1581 (P)
414-297-4394 (Fax)

chris.larsen@usdoj.gov

From: Kanassatega, Joshua [mailto:joshua kanassatega@leonard.com]
Sent: Friday, February 29, 2008 12:18 PM

To: Larsen, Chris {(USAWIE)

Cc: Glenn Reynolds

Subject: RE: United States v. Menominee et al: DOI-OIG Lab Report re:
Congos' Fire Laptop Computer Issues

Chris,

I understand from your statement that you would "take them under advisement and try to conduct

reasonable searches based on your requests” to mean that the Government will pick and choose from

among any Menominee offered search terms. This is neither reasonable or acceptable. Please confirm

that my understand is not correct and that you intend to direct the OIG lab to conduct a search on all
8



Case 1:07-cv-00316-WCG  Filed 04/03/2008 Page 9 of 19 Document 77-21

Menominee designated search words.

Thank you.

Jay

From: Larsen, Chris {USAWIE) [mailto:Chris.Larsen@usdoj.gov]

Sent: Friday, February 29, 2008 12:11 PM

To: Kanassatega, Joshua

Ce: Glenn Reynolds

Subject: RE: United States v. Menominee et al: DOI-0IG Lab Report re:
Congos' Fire Laptop Computer Issues

Thanks for your email Jay - my schedule today will not permit a lengthy discussion about search terms, so
I am inclined to agree that a telephone conference this afternoon would not be productive. As I have

indicated several times previously, if you have some suggested terms to offer, we will take them under
advisement and try to conduct reasonable searches based on your requests.

We will see you Wednesday morning.

Chris Larsen

Assistant United States Attorney
Eastern District of Wisconsin
517 East Wisconsin Avenue
Room 530

Milwaukee, WI 53202
414-297-1581 (P)
414-297-4394 (Fax)

chris.larsen@usdoj.gov

From: Kanassatega, Joshua [mailto:joshua.kanassatega@leonard.com]
Sent: Friday, February 29, 2008 12:03 PM

To: Larsen, Chris (USAWIE)

Ce: Glenn Reynolds

Subject: RE: United States v. Menominee et al: DOI-OIG Lab Report re:
Congos' Fire Laptop Computer Issues
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Chris,

Let's talk at 3:00 p.m. this afternoon, uniess this time is not convenient for you. I must note, however, if
the Government intends to do what it intends to do with respect the word search to be conducted, then it
might be a waste of time for us to talk. You decide, but let me know what you want to do.

As for the BIA - MRO document review I must remind you of your prior commitment. You specifically
agreed to produce the selected BIAK documents and I expect that you will adhere to your prior
commitment,

In addition, BIA-MRO agreed to produce the selected documents from the review conducted in early
February 2008. Menominee is still waiting for BIA - MRO's production of these document, Menominee
expects that you and BIA-MRO will honor the prior commitments. If not, then let us know that in writing.

Also, you will recall from our prior discussion, Menominee advised you {as well as Special Agent Bucci),
that it was not necessary to spend the money to scan and copy all 27 boxes of BIAC, BIAF, BIAR, and
BIAK documents at this late date in the discovery process, particularly after Menominee had expended
considerable time, effort, and resources reviewing these documents. However, to the extent the
Government desires to spend the money to scan and produce all 27 boxes of documents, the Government
does so -- at this late date in the discovery process - - at its own initiative. Menominee only asks that the
Government provide a list of all document inserted and removed from any one of the 27 boxes of MRO
documents after the date that Menominee conducied its review and document selection,

Thank you for the accommaodation next week. 1 plan to be at your offices on Wednesday morning.

Regards,

Jay

From: Larsen, Chris (USAWIE} {mailto:Chris.Larsen@usdoj.gov]

Sent: Friday, February 29, 2008 11:36 AM

To: Kanassatega, Joshua

Cc: Glenn Reynolds

Subject: RE: United States v. Menominee et al: DOI-OIG Lab Report re:
Congos' Fire Laptop Computer Issues

Jay - my schedule would permit a brief call this afternoon, but I would propose that you develop and send
some search terms via email, and we will take your suggestions under advisement.

with regard to next week, we should be able to accommodate you. 1 have reviewed your copying
10
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requests, and should remind you that the government intends to produce an entire scan (in color where
appropriate) of all the BIA boxes, including your Blue Sheets., We will not, however, agree to produce the
volume of hard copies you have requested. Nevertheless, I have forwarded your requests to the
contractor so that the documents are scanned in batches to match as closely as possible to form of the
documents in the hard-copy file.

Thanks,

Chris Larsen

Assistant United States Attorney
Eastern District of Wisconsin
517 Bast Wisconsin Avenue
Room 530

Milwaukee, WI 53202
414-297-1581 (P)
414-297-4394 (Fax)

chris.larsen@usdoj.gov

From: Kanassatega, Joshua [malito:joshua.kanassatega@leonard.com]
Sent: Friday, February 29, 2008 10:35 AM

To: Larsen, Chris (USAWIE)

Cec: Glenn Reynolds

Subject: RE: United States v. Menominee et al; DOI-0IG Lab Report re:
Congos' Fire Laptop Computer Issues

Importance: High

Chris,

Menominee believes the Government's position is not reasonable or prudent under the circumstances.
What is the Government's compelling reason to start the search process on Monday -~ particularly when
the Government wasted three months time by delivering the wrong computer drive to the OIG lab for
forensic analysis.

Now, the Government wants to move forward expeditiousty with the search process without first
answering or otherwise addressing and resolving the issues raised in our earlier communications. I hope
the government's acts and omissions in connection with forensic analysis of Congos’ fire laptop computer
hard drive have not and will not result in hindering or prejudicing Menominee's discovery rights, such that
it would be necessary to involve the Court through an expedited motion.

11
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